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Abstract

The main objective of this document is:
« Broadening Enterprise rights management help companies to introduce ERM
* Help companies to take strategic decisions, for instance make or buy decision
* Help consulting companies to identify fields on which they can propose ERM services

This document is intended to be an additional document to “Guidelines to introduce Enterprise Rights
Management (ERM)”, whereas “Guidelines to introduce Enterprise Rights Management (ERM)” is an annex
of the PSI 7 recommendation
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Disclaimer

This document is a ProSTEP iViP Documentation (PSI Documentation), referring to PSI 7. Those are freely
available for all ProSTEP iViP e.V. members. Anyone using these recommendations is responsible for
ensuring that they are used correctly.

This PSI Documentation gives due consideration to the prevailing state-of-the-art at the time of publication.
Anyone using PSI Documentations must assume responsibility for his or her actions and acts at their own
risk. The ProSTEP iViP Association and the parties involved in drawing up the PSI Documentation assume
no liability whatsoever.

We request that anyone encountering an error or the possibility of an incorrect interpretation when using the
PSI Documentations contact the ProSTEP iViP Association (psi-issues@prostep.com) immediately so that
any errors can be rectified.

Copyright

I. All rights on this PSI Documentation, in particular the copyright rights of use and sale such as the
right to duplicate, distribute or publish the Documentation remain exclusively with the ProSTEP iViP
Association and its members.

Il. The PSI Documentation may be duplicated and distributed unchanged, for instance for use in the
context of creating software or services.

lll. Itis not permitted to change or edit this PSI Documentation.

IV. A suitable notice indicating the copyright owner and the restrictions on use must always appear.

Acknowledgment

Many thanks to all the companies involved in the SP2-project group and their staff for the constructive
suggestions received.

Referring to PSI 7 iii
© ProSTEP iViP Association — All rights reserved



Secure Product Creation Processes (SPZ) prCLSTEp
Service Engineering ‘iViP
Version 1.0, 09.03.2011

Contents

Table of Contents

1 Introduction and METNOUOIOQY .......oouueiiiiiie ettt e e e e e ettt e e e e e e e e e aanbeeeeeeaeesaannbeeeaaaaaeanns 1
I R 1o (o T [0 Tox 1 o o O TP PP P PP OPPPPP 1
2 |V 1= 1 To T o] (o o YA TR 1

2 SEIVICES OVEIVIEW ...ttt ettt s ettt e et e e st e et e e et e e s e e e e he e e ek et e eaE e e e Ee e e be e e ne et e e E et e ner e e saneeaneeennnenennneena 3

3 Detailed description Of ENQINEEIING SEIVICES .....c.iiiuiiriiiie et e e e e e e s e e e e e s s st e e e e e e aananreeeeeas 5
3.1 ReqUIrEMENE @NAIYSIS (SL) ..uurriiiiiieeiiiiiiieite e e e e s et tee e e e et e st eeeeeesassaabeeeeeeaeesaassaaeeeeaesesansstneeeeeeseannnnens 5
3.2 Data protection 0N demand (S20).......cccuuuiiieiee i e e a e e e e s —a e e s e a i ——aaaeeaann—n 5
3.3 Coordination of ERM iNtrOAUCHION (S14) ...uuuiiiieeiiiiiiiiiiee e e e sttt e e e s s sttt e e e e e e s s s snaaeae e e e e e s e e nsntaeneeeeeesannnnes 6
o o] [=Tor o] E= T gL g 1T o (S 7 ) R PERP T 6
3.5 Benchmarking of ERM SYStEMS (S15) ... ..uuitiiiiiiiiiiiiiiie ettt e e e et e e e e e s s s snnbeeeeeaaeeaannnnes 7
3.6 Business process re-engineering due to ERM - administrative processes (S2) .......ccccevviiiiieeeeeeeennnnnns 8
3.7 Business process re-engineering due to ERM - operation proCcesses (S7)....ccouicuurreeeaaeiiiiiiiiiieeae e 9
3.8 Development of ERM Methodology (S10) ...ceeiiiiiiiiiiiiieee ettt e e e e e e ennbeeae e e e e e e e nnnnes 9
3.9 Support for administrators and USEIS (SL16) ......ciiuuuueiiiie it ee et e e e e e e e e e e e e e e senbeeeeeaaeesaananes 10
3.10 Definition of ERM arChit@Cture (S3) ....uuuuuiiiiieiiiiiiiiiiiee s ettt e e e s st e e e e e e s e s st e e e e e e s s annnteaeeeeeeesannnnes 11
3.11 Definition of ERM INfraStrUCIUIrE (SLL) ....uuuiieeiiiiiiiiiieieeeiesiiiieee e e e e s sstete e e e e e e s s s snnaaeeeeeeseannnraneneeeeesannnnes 12
I 2 210 1o T oo = W ad (o Yo}l o] A @do] g lod=T o | A (515 1P ERRP 12
3.13 AchieVing @ Pilot PrOJECE (S6) ...uuvrrieeeiiiiiiiieite e e e e s st r e e s s st e et e e e s s st e e e e e e s e s sntaeeeeeeeesaansnraneeaeeeeaans 13
3.14 Data eXChange ProCESSES (S13) ..iiiiiiiuiriiiiieeiiiiiiiite e e e et s st eee e e sss et eeeeaessssssaaaeeeaeessannranereeeeesannnes 14
3.15 Customization of identity management SYStEMS (S12) ....cuvvviiireeiiiiiiiiier e et r e e e e e s sree e e e e e e 14
3.16 Security check of an ERM environmMent (S9)..........ueiii ittt e e e e 15
3.17 Legal CONSUIING (S8) ..eeiiiiiiiiiiiiiiie ettt ettt e e e e e et e e e e e e s e st abb et e e e e e e s e aannbaeeeeaaaesaannbnneeaaeeeanns 15
3.18 Evaluation of an ERM enVirONMENt (S26) .......cccuuiiiiiiaaiiiiiiiiie ettt e e et e e e e e s e sennbeeeeeaaeeaaannnes 16
3.19 Performing acceptance procedures for ERM SOIUtIONS (S29) .....oooiiiiiiiiiiiiiiieee e 17
3.20 Software development services for Data EXChange (S23) ......coiii i 17
3.21 Software development SEIVICES (S25) .....iiiii ittt e e st e e e e e s e sanbeeeeeaaeeaaananes 18
3.22 Software development services on top of ERM SYStemMsS (S24) ......cccvvveeieeee i e 18
3.23 Data exchange PlatfOorm (S21) ....eeeei oo ciiiiiie e e e e e e e e e e e e e e e st eeeaeeseannntareeeeeeesannnnes 19
3.24 HostiNg Of ERM SYSTEMS (S18)...iiiiiiiiiiiiiiiiee e e eiiiiie et e e e s s sttt e e e e e e s st e e e e e e e e s snnaaaeeeaeeseannntanneeeaeesannnnes 19
3.25 Interoperability and cOmMPAatiDIlity (SL17).....cuieeiiiiiiiiiiee e e e e e e e s e rerr e e e e e e nanes 20
G G T I = V111 o 5 31 ) S SOPPRRR 21

Figures

Figure 1: Integration services and CroSS COMPANY SEIVICES .....uieeiiiiurrrerrreeeiiiierieereeeseisssnrnrereeeessanssnsrereeeeseanns 2

Figure 2: Methodology t0 IdENtIfY SEIVICES ....cciiiiiieii e e e e e e e s e r e e e e s asnnaneeeeeeeaeannns 2

Figure 3: Synthesis and classification Of SEIVICES ........cciiiciiiiiiic e e e e 3

Tables

Referring to PSI 7 iv

© ProSTEP iViP Association — All rights reserved



Secure Product Creation Processes (SPZ) ProSTEP
Service Engineering ‘iViP
Version 1.0, 09.03.2011

Table 1: Complete categorized overview of eNgiNEering SEIVICES ......cccuiiiiiiuiiiiiiee e 4

Referring to PSI 7 %
© ProSTEP iViP Association — All rights reserved



Secure Product Creation Processes (SPZ) p,-iSTEp
Service Engineering ‘iViP
Version 1.0, 09.03.2011

Abbreviations, Definitions, References

Abbreviations

ERM: Enterprise Rights Management

IDM: Identity Management

OEM: Original Equipment Manufacturer

PoC: Proof of Concept

RA: Reference architecture

RP: Reference process
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